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Two Global Types

Gac Gcb

A
title−−−−→ C;

C
price−−−−→ A;

( ( A
ok−−→ C; C

price−−−−→ B;

C
T−→ B;

A
card−−−→ C; B

T′
−→ C; End

C
date−−−→ A; End )

�

A
ko−−→ C; End

)

T = A? card ; T′ T′ = A! date ; End
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Start with Forward delegation

C◦〈〈•B

◦〈〈•B C◦〈〈•

Terminology (active/passive):

active forward delegation ◦〈〈•B
passive forward delegation C◦〈〈•.
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Message sent to Cat goes directly to Bank

C◦〈〈•B;

A
card−−−→ C

C! card ; ◦〈〈•B C◦〈〈•;
A? card

Trust assumption: Cat does not have authority to handle card.
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Motivation Recap of new terminology Calculus Type System Key Properties Conclusion

End with backward delegation

C◦〈〈•B;

A
card−−−→ C;

B•〉〉◦C;

C! card ; ◦〈〈•B; B•〉〉◦ C◦〈〈•;
A? card ;
•〉〉◦C

Terminology (active/passive):

active backward delegation •〉〉◦C
passive backward delegation B•〉〉◦.
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Processes

Λ ranges over λ and
λ↔

P ::= Σi∈Ipi?Λi ;Pi | ⊕i∈I pi !Λi ;Pi

| p◦〈〈•;P | ◦〈〈•p;P
| •〉〉◦q;P | q•〉〉◦;P
| µX .P | X | 0

internal and external choices must not be ambiguous

A? title ; A! price ; (A? ok ; B!
price↔ ; ◦〈〈•B; B•〉〉◦; A! date + A? ko )
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Networks

A[[ C! card ; C? date ]] ‖ C[[ ◦〈〈•B; B•〉〉◦; A! date ]] ‖
B[[ C◦〈〈•; A? card ; •〉〉◦C ]]

⇓
A[[ C! card ; C? date ]] ‖

B
C[[ B•〉〉◦; A! date ]] ‖ C[[ A? card ; •〉〉◦C ]]

⇓
A[[ C? date ]] ‖

B
C[[ B•〉〉◦; A! date ]] ‖ C[[ •〉〉◦C ]]

⇓
A[[ C? date ]] ‖ C[[ A! date ]] ‖ B[[ 0 ]]

N ::= p[[P ]] | B
p[[P ]] | N ‖ N
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pj?Λj−−−→ Pj j ∈ I [ExtCh]

⊕i∈Ipi !Λi ;Pi
pj !Λj−−−→ Pj j ∈ I [IntCh]
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N
φ−→ N

′

[Ct]

N ‖ N′′ φ−→ N
′ ‖ N′′

φ ranges over pΛq, p◦〈〈•q, q•〉〉◦p
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Typing Rule

qi•〉〉◦;Pi ≤ G�1(pi , qi ) (i ∈ I )
Qi ≤ G�2(pi , qi ) (i ∈ I )
Rj ≤ G� rj (j ∈ J)

part(G) ⊆ {pi | i ∈ I} ∪ {qi | i ∈ I} ∪ {rj | j ∈ J} all participants distinct
[t-Net]

` Πi∈I
B
pi [[ qi•〉〉◦;Pi ]] ‖ Πi∈I pi [[Qi ]] ‖ Πj∈J rj [[Rj ]] : G

A[[ C! card ; C? date ]] ‖
B
C[[ B•〉〉◦; A! date ]] ‖ C[[ A? card ; •〉〉◦C ]]

A
card−−−→ C;

B•〉〉◦C;

C
date−−−→ A; End
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Subject Reduction

If ` N : G and N
φ−→ N

′, then ` N′ : G′ for
some G′.
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Session Fidelity

If ` N : G and N
pΛq−−→ N

′, then
G = φ1; . . . ;φn; (�i∈I pΛiqi ; Gi � pΛq; G′), where φj for
1 ≤ j ≤ n is an atomic interaction not involving p and q.

If ` N : G and N
p◦〈〈•q−−−→ N

′, then G = φ1; . . . ;φn; p◦〈〈•q; G′,
where φi for 1 ≤ i ≤ n is an atomic interaction not involving p
and q.

If ` N : G and N
q•〉〉◦p−−−→ N

′, then G = φ1; . . . ;φn; q•〉〉◦p; G′,
where φi for 1 ≤ i ≤ n is an atomic interaction not involving p
and q.

If ` N : �i∈IpΛiqi ; Gi , then N = p[[⊕i∈I ′qi !Λi ;Pi ]] ‖ N0 with

I ′ ⊆ I and N
pΛiqi−−−→ Ni and ` Ni : Gi for all i ∈ I ′.

If ` N : φ; G, then N
φ−→ N

′ and ` N′ : G.
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An application that delegates to an Oauth 2.0 server

Resource Untrusted App OAuth Server Owner

initiate(app ID,scope)↔
begin delegation

login page(app ID, scope)

authorize(name, password)

end delegation

authorisation code(code)

exchange(app ID, secret, code)

access token(token)

request(token)

response(data)

recursion

revoke

choice at Resource
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